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AND

pecial Needs

EXECUTIVE MEMO

To: Executive Directors, DSN Boards
CEOs, Private Providers
Therap Security Administrators

From: CFO Pat Maley
Re: REMINDER of Timeline to Implement Therap Two-Factor Authentication (2FA) Security Feature
Date: June 28, 2021

Attached to this memo are the following documents needed by each Agency’s Therap Security Administrator
(TSA), as well as Therap users, to implement 2FA:

Microsoft Authenticator on Android (5 pages);

Microsoft Authenticator for iPhone (4 pages);
Authentication with Email or Text (3 pages); and

Disable and Re-Force Two Factor Authentication (2 pages).
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This 2FA rollout started on April 7" via a prior Executive Memo [click here to view]. The initial strategy was to
first identify and train each agency’s Therap Security Administrators (TSA), also known as “Super Admins,” and
then these agency experts would lead their respective agencies through 2FA implementation. DDSN has
enabled a Splash Screen to direct Therap users to update their contact information, which will then permit
DDSN’s IT Department to disseminate 2FA training material and other pertinent updates. The first line of
support for the Therap users is their respective organization’s TSAs. As such, they will be the first to have 2FA
enforced on their accounts.

DDSN is requesting that each ED or CEO to disseminate the contents of this Executive Memo through their
respective management chain down to all front-line Therap users, particularly the TSAs. DDSN will follow the
below steps to complete the implementation of 2FA for all providers:

Step 1: From today through July 6™, a Therap Splash Screen will continue to prompt each user to update their
“Personal Details” profile screen before proceeding to access their Therap dashboard. Users will need to go
into the “Personal Details” section of Therap and update their physical address (organization), email address,
and at least one phone number. This information is critical for DDSN to communicate directly with all 14,113
users with upcoming 2FA instructions, as well as establish a reliable communication channel for future Therap
information dissemination.


https://ddsn.sc.gov/sites/default/files/Documents/Executive%20Memos/04-07-21%20Exec%20Memo%20re%20Two%20Factor%20Authenication%20with%203%20Attachments.pdf

Step 2: On July 7t", DDSN will be enforcing 2FA for all TSAs so they can have time to get used to the 2FA
process in order to better support their respective organizational Therap users. Based on beta testing, setting
up 2FA using EMAIL was the preferred method.

Step 3: On July 215, DDSN will be enforcing 2FA for all remaining users that have not had 2FA enabled by their
organizational TSA. All 2FA methods to implement instructions (phone app, phone text, or email) are attached
to this memo.

If non-TSA users require assistance with 2FA or passwords, please contact your organization’s TSA. DDSN can
only assist the organizational TSAs with their 2FA access (helpdesk@ddsn.sc.gov / 803.898.9767). DDSN will
contact TSAs using their email address contained in their “Personal Details” profile in Therap. If a TSA has
issues with their password, they will need to continue contacting Therap as before using the Password Reset -
Request Form.

Thank you an advance for your cooperation in implementing 2FA, which is critical to dramatically improving
the security of our health information and mandatory for Therap to be in compliance with South Carolina
state government requirements.


mailto:helpdesk@ddsn.sc.gov
https://help.therapservices.net/app/answers/detail/a_id/2647
https://help.therapservices.net/app/answers/detail/a_id/2647
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MICROSOFT AUTHENTICATOR ON ANDROID

Steps in this user guide:

Configure Authentication
Login Using Authentication (use for first time configuration and every 15 days)

CONFIGURE AUTHENTICATION

1. On your phone, click

on the Google Play
Store _
Google Play
2. Install Microsoft & microsoft authenticator Q&

Microsoft Corporation Install

Authenticator ———
Microsoft Authenticato

4.7% 10M+ €
292K reviews Downloads Everyone ©@
Mare sécure Sirln varit o
g0y
R |
10 - % ;
P | !
3. Login to Therap — Né{'ne N
Password
, Provider Code )
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4. Click Agree

T

5. You will be taken to
this page. Click on
Generate QR Code

DDSN Sign-Up Agreement for Therap

Welcome to Therap Services for the South Carolina Department of Disabilities and Special Needs. DDSN shall monitor system usage for G
unautharized activities. Any user accessing this syst p y fo such monitoring, Users of Therap shall not use the services for

il unlawlul, or immoral purposes. Users of Therap Services shall not disrupt network users, services, i 1t or attempt to cil tor
subvert ! or network security measures in any way. Any unauthorized or improper use of this system may result in administrative
disciplinary actio civil and criminal penalties.

Disagree

You have to configure One Time F d before pi ding further. Please click the Generate QR Code button to start the
configuration procass or e Email addvress,

Two Factor
Authentication

QR Code @

Secret Key
Backup Code You have no available backup code

Email

Cancel Backup Codes

6. The QR Code will be
displayed. Leave this
on your display to
scan with your

phone.

Two Factor
Authentication

QR Code
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7. Onyour phone Open
Authenticator

< microsoft authenticator @ ¢

~ Microsoft Authentic., @
0 Installed

4.7% 10M+ )
293K reviews Downloads Everyone (O

8. Touch OK

T

Data Privacy

We gather non-personally
identifiable usage data to help
usRagrove the app. You can turmn
this off Imsettings. Learn more
in the FAQs @ ble under the
Help menu

9. Touch to select SCAN
QR CODE button

Set up passwordless
sign-in for your personal
Microsoft account
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10. Touch to select
Allow

T

4 Allow Authenticator to take pictures
andgecord video?

11. The phone camera
will be activated &
you will see this.

Use your phone
camera to scan the
QR Code on your
display from Therap
(not the QR Code in
this user guide)

12. On your phone, your

account will
automatically be
created and
displayed

Touch the account to

//J

open it

]

Y /.CCOUNtS

‘herap Services
(DDSN-8C)

13. Your One-time
password code will

be displayed
f‘}% codes generated by this app to verify yoisr
sign-ins
. Onetime password code
/(9747
14. Logout & Department of Disabilities and Special Needs
‘ mm.lwm'
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LOGIN USING AUTHENTICATION

1. Login to Therap

Login Name

Password

Provider Code }

2. Open Microsoft
Authenticator on
phone and touch
Therap Services
account if not
already open.

Enter One Time _—
Password from the
Microsoft
Authenticator (no
spaces) and check —|
Trust This Device
Browser. Click

Submit.

Authenticator App
One Time Password
T § Device/Browser ., O
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CONFIGURE AUTHENTICATION -
CONFIGURE AUTHENTICATION

MICROSOFT AUTHENTICATOR FOR IPHONE

Steps in this user guide:

Configure Authentication
Login Using Authentication (use for first time configuration and every 15 days)

CONFIGURE AUTHENTICATION

1. Onyour phone fa)
download
Microsoft v
Authenticator
from the App
Store.

2. Llogin to Therap.

Login Name
Password

[ Provider Code }

3. Click Agree. DDSN Sign-Up Agreement for Therap

Welcome lo Therap Services for the South Carolina Department of Disabiliies and Special Needs. DDSN shall monlitor syslem usage for
ized activiti p y consents to such monitoring. Users of Therap shall not use the services for

ed Any user ing this system
illegal. Umiawful, or immoral purposes. Users of Therap Services shall nol disrupt network users, services, equipment or altempt to circumvent or
subvert system orugtwork security measures in any way. Any unauthorized or improper use of this system may result in administrative
disciplinary action and Thviland criminel penalties.

Disagree

MICROSOFT AUTHENTICATOR FOR IPHONE: PAGE 1 OF 4



CONFIGURE AUTHENTICATION -
CONFIGURE AUTHENTICATION

4. Click Generate

QR Code. \

Set up Two Factor Authentication

Do not share your Secret Key or Backup Codes with anyane

configure the One Time Password before proceeding further. Please click the Generate QR Code button to start the
configuration ess or enter Email address.

Two Factor
Authentication
QR Code
Secret Key
Backup Code

You have no available backup code

Email

Cancel Generate Backup Codes

Generate QR Code

5. This will display
a QR code.
Leave this on
your display to
scan with your
phone.

| ppytongliubon el pfins ]

SecretKey e gvee gikhz pyde wisv Byr
Backup Code  Youhave no avadable backhup code

Email

Cantel o 2o B ode

6. Open the
Microsoft
Authenticator
App on your
phone and touch
Scan QR code.

your personal
Microsoft account

B8 Scan QR code

Skip
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CONFIGURE AUTHENTICATION -
CONFIGURE AUTHENTICATION

7. Touch OK to
allow access to
camera.

“Authenticator” Would Like to

8. Using your
phone scan the =] Ren R cods
QR code on
your display ™\
from Therap
(not in this
user guide).

9. This will give
you a 6 digit
OneTime —_| @ Therap Services

Susan Smith
Password. D e 'd

10. Logout » Department of Disabilities and Special Needs

FirstPage | Quick Links j —p Logout
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LOGIN USING AUTHENTICATION -
LOGIN USING AUTHENTICATION

LOGIN USING AUTHENTICATION

1. Login

Login Name

Password

’ PProvider Code ]

2. Open Microsoft
Authenticator
on phone if not
already open.

One Time Pass
Enter One Time,m—' o

Password from
the Microsoft
Authenticator ncel
(no spaces) and
check Trust

This Device
Browser. Click —|
Submit.

Authenticator App
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AUTHENTICATION WITH EMAIL OR TEXT

Steps in this user guide:

Follow instructions for email or text, not both
Configure Authentication

Login Using Authentication (use for first time configuration and every 15 days)

CONFIGURE AUTHENTICATION

1. Loginto .
Login Name
Therap
Password
l PProvider Code }
Login
2. Click Agree DDSN Sign-Up Agreement for Therap
Welcome to Therap Services for the South Carofina Department of Disabilities and Special Needs. DDSN shall monitor system usage for
thorized activities. Any user g this system hy to such monitoring. Users of Therap shall not use the services for
illegal, ul, or immoral purposes. Users of Therap Services shall not disrupt network users, services, equipment or attempt fo circumvent or
subvert syster etwork security measures in any way. Any unauthorized or improper use of this system may result in administrative
disciplinary action an: il and criminal penalties.
Disagree
Set up Two Factor Authentication
Do not share your Secret Key or Backup Codes with anyone
3. Enter your You have to configure the One Time F before p g further. Please click the Generate QR Code button to start the
Em all ( or to use configuration process or enter Email address,
a Text address,
Two Factor
see below). Authentication
QRCode @
C'le on Done You have no available backup code
—
Cancel Generate Backup Codes Genera
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4. Textaddress—
number is your
10 digit phone
number AT&T - number@txt.att.net

T-Mobile — number@tmomail.net

Virgin Mobile — number@vmobl.com

Sprint — number@messaging.sprintpcs.com
Verizon — number@vtext.com

Tracfone — number@mmst5.tracfone.com
Ting - number@message.ting.com

Boost Mobile — number@myboostmobile.com
U.S. Cellular — number@email.uscc.net

Metro PCS — number@mymetropcs.com

5. Logout

: Department of Disabilities and Special Needs
‘ FirstPage | Quick Links Logost

LOGIN USING AUTHENTICATION

1. Login
g Login Name

Password

‘ PProvider Code '

2. Youwill see

i Ty
this screen (R

Code via Email

You should soon receive an Email with a code.

One Time Password | |

Trust This Device/Browser 0

3. Lookinyour Therap Email Code intiox %
Email or Text, ~
and get your eply@therapservices.net 1:37 PM {4 mi
password. Ifit v

doesn't appear Please use the code 87462042 This code will be valid for next 5 minutes
within 3
minutes, have
your
administrator
disable and re-
force.

esage) Yy
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Enter your
OneTime |
Password

Check this box |

Click Submit

Authenticator App

One Time Passwo
Trust This Device/Browser », O

Cancel

v

E

Button
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DisABLE TWO FACTOR AUTHENTICATION -
DISABLE TWO FACTOR AUTHENTICATION

DisABLE AND RE-FORCE TWO FACTOR AUTHENTICATION

Steps in this user guide:

Disable Two Factor Authentication
Re-Force Two Factor Authentication

*Important note: Only users with the User Administrative Role are able to disable and force Two Factor
Authentication.

DISABLE TWO FACTOR AUTHENTICATION

1. Loginto
Therap.
b caiciear ¢ |
Lol ;
2. Click Agree. DREN Lign-Up Agroorent for Therp
Brstntr o Tl Bornoss e e St Sasoling Depsiners of Olsdbifen ard Sxecinl Heaecy. DOSH el moiio syl wbms by
unautireed sclivilen, Ary user sEussting e wlim caprosely corments (2 ouch munilinmg. Users of Thamap shall ol usa i sevies o
Hagarl sl oY inspea) funpies. Lisors o Thevp Bavioss, shgh sol dheapl pulwth isen, sankss, sipdvest of @temml b cunmsent
A0 iy of nbwied Seslrlly idis e sy Wit Ay LAuiliioniRed o ANitapes 1 of e st inay Tesid] I adminapative
davolagry acltan ang toyl and onral peeites
3. Select the Individuat
Admin tab on - General
the left. Health
Provider Préferenns | Passwond Policy |
Arthive Mrefemants
\ AGEnY
\ —_—aa———— M | gist | Impart From Exced |
Adimin Saarch Bhaported Excol | Titbes |
| s ses Haow Tifle |
i e ; Assign Externat System I0 |
Agency Twio Factor Authentication |
Reparts Saft Passwnnd Rioset
Change Password tisor Lisk
Howe B
m User Priviliges Manage | Arciies |
Legany Archive Bple Jul 2011
Settings
‘ Admin Roles 1151 | Legooy Archive
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RE-FORCE TWO FACTOR AUTHENTICATION -
RE-FORCE TWO FACTOR AUTHENTICATION

4. Underthe
General section Individual
beside User, General
select Two Health
Factor : 3 Pro Preferences | Password Policy |
Authentication - Archivé Prefarcrice
: Agency
o S New |} List | Import from Excel |
I Search Imported Excel | Titles |
New Title |
o ﬁ&xw_m'l
Agen Two Factor Authentication
Rgpog; assword Reset
Change Password User List
Individual
Home Page Mana -
y ge | Archive |
User Privileges Legacy Archive Upto Jul 2011
Settings
Admin Roles List | Legacy Archive
5. Locate the user
in the }Jser List R i
and Click on Login Name First Name Lastﬁame 7 Tite éy;;;loyeem Stams 2FA Status
, . L : St Force/Dlsabl : :
fDlsable (;n bl:e (o~ b [ae o % et e
ont under the = = :
Force/Disable o Sai ¢ DS Force Actaterd
2FA column.
J—
RE-FORCE TWO FACTOR AUTHENTICATION
1. Inthesame
area where
2FA has been thor4) &
disabled, CIiCk Login Hame First Name Last Name Employee 18 Status 5 2FA Status
P i il i e 3 Fotee/Djsable
on Force in jaha doe Al 2 2FA AL
blue font jutin gfoe [ Jahs | Die i Bse Artive ‘ Inathve
under the Sy
Force/Disable
2FA column.
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